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Client B  - Firebox Audit 
Screenshots & Comments 
No CM in use. 

 

Not using SSO. 
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AD integration and LDAPS not implemented. 

 

No MFA for SSL VPN and SSL VPN not configured correctly. 

Force tunnel not configured. 
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Old security algorithms 

No DNS provided 

No link aggregation. 

Old Fireware. 
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No SDWAN configured. Failover is just wrong. It should be round robin. The Firebox should be able to use both 

connections simultaneously with traffic shaping. 

 

Why would you want a notification when the WAN link is down? 
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Wrong configs 

No SD WAN 
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IntraVLAN packet inspection is not on. 

BOVPN policies wide open. 

Outgoing is wide open. This should be DELETED. 

Application control not even being used. 
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No effective custom port collections going on. These are silly because they are an Any policy, which is the antithesis of 

security. 

 

Geo policy is turned on, but does absolutely nothing because it is not configured to block anything. 
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 incorrect settings 

 incorrect settings 
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 incorrect settings 

Not even enrolled in WatchGuard Cloud. 

 

Logging not enabled. 
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Autoblocking not configured. 
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