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Switches

There are no current switches that support proper microsegmentation strategies.

Firebox Location A-M200
Fireware 11.10.2.B484746

Fireware is extremely old. The Firebox needs a properly configured USB flash drive installed in the Firebox.
The installed version of Fireware does not support any of the modern configurations and is missing all of
the current security patches and bug fixes.

LAN IP for flat subnet: 192.168.3.1/24

Issues

DNS for Firebox using internal DC. The Firebox should never look internally for DNS. This is the DNS that
the Firebox needs to function. Use of an internal DC causes serious latency issues and is not adding any
value.

Germany is not able to manage the Firebox over WSM, but they should have that configured. Per client
contact they are TeamViewer connecting to a server and then manage the Firebox instead going direct
from a WSM server. The Firebox at Location A is being managed from the domain controller. It should not
be managed this way. If Germany is going to manage the Firebox, it should be enrolled in a WSM server
and proper network communications on both sides need to be setup to facilitate that.

WSM management traffic DOES NOT go over a BOVPN. It is certificate and WAN IP ACL restricted traffic
on both sides.

It appears that no one is monitoring the Firebox because Windstream is down and no one knew about it.
The SDWAN configuration is far from being effective. There is no detection in effect and routing table is a
configuration that should not be used. Round-Robin with proper weights and controlled SDWAN actions
per policy set is a much better configuration. No notifications are setup to facilitate anyone being able to
monitor the SD WAN status or other alarm statuses on the device.

There is no requirement for a technical person to be physically present in order to execute a recovery.
Proper preparation, photographs, and procedures eliminate the requirement that a technical person be
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physically present for a recovery. The organization may wish to invest in a FireCluster scenario. We
strongly recommend 4-hour hardware warranty contracts on the Fireboxes even with FireCluster. We
have performed many recoveries remotely in the past when the proper prerequisites existed. Physical
presence requirements should not be a reason to delay upgrading Fireware. Instead, a proper Firebox
resiliency design and all of the prerequisites for configuration restore/recovery must be in place.

Furthermore, what is the plan for a hardware failure? If the Firebox hardware dies, this should not require
a physical onsite visit by any technical personnel. The onsite staff should be able to take out the defective
Firebox and rack the new Firebox and then be smart hands to connect a laptop to the new Firebox to
execute the remote recovery. We do these functions regularly and no onsite visits are required. We have
talked many very non-technical people through what to do and it has worked each time.

The M200 is end of support December 2022. My current recommendation based upon the information |
have about the current Location A network and what it should be is that a M390 with TSS should be
installed. | would not copy over the configuration from the M200. | would start from one of our templates
and then add the things into the configuration which are actually still needed. It would take much longer
to remediate the current configuration than to start with one of our configurations. | would take this
approach in the realm that QPC is going to be involved in the ongoing management of the Firebox. If the
support model is planned to be different, then another approach should be discussed. WatchGuard
support is not capable of supporting the high security configurations that we use. WatchGuard support is
break/fix, not strategic security engineering.

| would remove the Erbs certificate. It appears that the Firebox is missing a certificate that protects login
credentials to the website. This needs to be corrected. We usually put a wildcard certificate on the
appliance that is associated with a FQDN which is equally resolvable internally and externally. This way
logins to the appliance are protected as well as interactions with it in general. Having a proper viable
certificate on the Firebox is also REQUIRED for the VPN.

Please understand that right now every time one of your users does SSL VPN to that Firebox, the Active
Directory credentials of that user is not only transmitted in cleartext across the internet, but it is also
transmitted in cleartext inside your network to the domain controller. This is an unacceptable security
risk condition.

Firebox needs a USB flash drive attached to it. Triple mode backups need to be made and occurring.
There are many settings that are missing or just misconfigured inside the M200.

The renewal that Client purchased in November 2021 was never applied. Someone needs to activate that
on the M200 in the WatchGuard website account where the M200 is registered. Obtain the feature key
and install that in the firebox. We should have conversations about where that Firebox is registered and
in what tenant because if you want to solve the SSL VPN issue, that Firebox should be migrated to a
subscriber account where we can put the MFA licensing and provide proper support to you for that
solution.

The phone system is not properly isolated. It is on an optional network and that should not be configured
as an optional network. It should be custom. Conversations with the people who manage the phone
system need to be had to determine exactly what ingress/egress policies are required for the phone
system. The current configuration would not pass a vulnerability assessment.
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The BOVPN is wide open. Furthermore, the traffic is not even being logged. The SSLVPN traffic is not being
logged. And the SSL VPN policy is wide open.

Those three policies should be disabled and the traffic for SSL VPN and BOVPN must be vastly more tightly
restricted and controlled.

DNS traffic egressing should be proxied. It is not being proxied currently. Furthermore, no devices on
Trusted should be able to access external DNS servers. For trusted type VLANSs, those devices must send
their DNS requests to authorized domain controllers. Only domain controllers should be allowed to egress
TCP/UDP 53 to authorized and restricted DNSWatch DNS servers and the traffic should be proxied. Custom
security zone VLAN should either be configured to use AD DS DNS if they are domain joined assets, or they
should be in a SEPARATE DNS proxy and only allowed to egress DNS packets to DNSWatch servers.

This configuration is fully open to data exfiltration over the DNS channel with zero visibility into that threat
vector.

Regarding policies 3,4,6,7,16,17 IP addresses should never be used in policies like that. Aliases should be
created. The aliases appear in the policies. IP addresses are put into Aliases. Network documentation must
exist which specifies exactly what these IP addresses are and what the policy is supposed to do or what
functionality it is supposed to facilitate. Use of IP addresses instead of aliases makes the policy set more
difficult to audit and diminishes the value of the policy-based documentation. It also increases the
probability of human failure because when an IP address needs to be changed, it must be changed across
all the policies where that information was used instead of a single alias. Aliases have descriptions. The
descriptions should be used with the level of detail to make auditing configurations and understanding
what these assets are very easy.

The Outgoing policy must be disabled. Preferably outright deleted. Proper egress filtration must be setup.

Egress traffic is not being secured or proxied or restricted in any way in this configuration. There is no
vulnerability assessment that this configuration would pass. Proxy certificates are probably not being
deployed to workstations via AD GPO. This should be setup. | would also want to see the GPOs for all the
browsers used in the organization that will control the proxy and certificate settings. | did not look at
those, but | suspect those are missing.

VLANSs are not being used. The environment does not have the structure or configuration to facilitate
required microsegmentation. All cybersecurity insurance requires proper network segmentation. This
configuration does not deliver a yes on that requirement. Domain controllers must be in their own
dedicated and isolated VLAN. Proper policies are required for DC-to-DC communications with aliases being
used. Proper policies to allow AD DS domain-joined assets to communicate with the DCs on only the ports
and protocols required, no more. DCs should be in a custom security zone VLAN.

By not using VLANS, the Firebox is significantly less flexible in its configuration. By not using the Firebox as
the core router for many subnets, the organization is not allowing the Firebox to secure, inspect, log,
monitor, and secure inter and intra-VLAN packets.

Copiers and printers should be on a Printers VLAN with ACL restrictions. This should also be a custom
security zone.

Page 3



_—
Q

Pk se

| do not see evidence of supply chain risk management in this configuration. An inventory of the assets at
the facility would be helpful. For example, if there are any surveillance cameras or VMS (video
management server) these assets must be on a custom security zone surveillance VLAN. | do not see any
VLAN for HVAC equipment, electrical metering equipment, door controllers, or any loT systems which are
typical in manufacturing environments. An inventory of the assets at the environment would probably
reveal thermostats, HVAC controllers and other assets that have no business whatsoever being on the
same VLAN with AD DS joined assets.

File services and other services should not be hosted on the domain controller. WatchGuard SSO Gateway
and AuthPoint server can be installed on domain controllers in environments that do not employ AD DS
account logon restrictions for SSL VPN users. In more hardened environments, that would require
AuthPoint services to be installed on a non-DC member server.

Old server operating system should not be used anymore for any DCs. LDAPS must be setup between
Firebox and DCs. Old server operating systems less than 2016 adversely affect the ability to properly
secure ADDS.

There is no SSO configuration being used, and it should be used.

The Firebox is not sending data to a Dimension server or WatchGuard Cloud. Therefore, there is no alarm
notification mechanism or diagnostic mechanism in place. Overall, the configuration is completely lacking
in proper logging levels.

A mandatory security and cybersecurity insurance requirement is proper logging and visibility of traffic. A
perimeter only strategy does not facilitate an outcome of visibility or proper network layer security. Very
few of the policies have logging configured, but without the Firebox configured to send the logs
somewhere, no log data whatsoever is being collected. This makes diagnostics and compliance reporting
next to impossible.

Automatic feature key synchronization should be enabled.
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Device Status I

=y _ M200_11_10_2 (192.168.3.1) - M200 [Fireware OS v11.10.2.8484746)
= &% Firebox Status
B- El DNS Servers
— & 192,168.3.45
—
o g 8.8.8.8
= -u. eth0: EXT_MediaCom [External: Available] - NI (Static)
— o Gateway: [N
® Netmask: 255.255.255.252
@ MAC: 00:90:7F:D1:CE:4A
« = Sent: 2,097,151 KB (28,179,987 packets)
4= Received: 2,097,151 KB (59,210,210 packets)
= Egs ethl: Trusted [Trusted] - 192.168.3.1
f ® Netmask: 255.255.255.0
w4 MAC: 00:90:7F:D1:CE:4B
.- Sent: 2,097,151 KB (59,925,285 packets)
4= Received: 2,097,151 KB (29,835,262 packets)
=-Bgqs eth2: VOIP-IP-4 [Optional] - 192.168.4.1
—— & Netmask: 255.255.255.0
— & MAC: 00:90:7F:D1:CE:4C
wip Sent: 232 KB (5,642 packets)
.. 4= Received: 51,770 KB (737,680 packets)
- #gs eth3: Optional-2 [Disabled]
= ', ethd; EXT_Windstream [External: Failed] - 0.0.0.0 (PPPoE)
® Gateway: <none>
& Netmask: 0.0.0.0
« @ MAC: 00:90:7F:D1:CE:4E
L= Sent: 567 KB (24,216 packets)
¢= Received: 112,587 KB (742,289 packets)
s eth5: Optional-4 [Disabled]
— s eth6: Optional-5 [Disabled]
: @M ethT: Optional-6 [Disabled]
= Certificates
: w[@ o=Erb's Technology Solutions cn= & Expired
o=Erb's Technology Solutions cn=WatchGuard Certificate Authority: Expired
o=WatchGuard ou=Fireware cn=Fireware web CA: Valid
o=WatchGuard ou=Fireware cn=Fireware web Client: Valid
o=WatchGuard_Technologies ou=Fireware cn=Fireware HTTPS Proxy (SN 80DE032742CC3 2015-07-03 07:49:48 GMT) CA: Valid
o=WatchGuard_Technologies ou=Fireware cn=Fireware IEEE 802,1X (SN 80DE032742CC3 2015-07-03 06:00:32 GMT) CA: Valid
o=WatchGuard_Technologies ou=Fireware cn=Fireware IEEE 802,1X Server: Valid
o=WatchGuard_Technologies ou=Fireware cn=Fireware SSLVPN (SN 80DE032742CC3 2015-07-03 06:01:45 GMT) CA: Valid
o=WatchGuard_Technologies ou=Fireware cn=Fireware SSLVPN Client: Valid
o=WatchGuard_Technologies ou=Fireware cn=Fireware SSLVPN Server: Valid
o=WatchGuard_Technologies ou=Fireware cn=https.proxy.nul: Valid
anch Office VPN Tunnels
VPN Interface (bvpn!): INNININIGINGNGN
o= Sent: 3,314,243 KB (4,010,807 packets)
4= Received: 2,339,227 KB (4,446,521 packets)
s Created: 12:34AM 03/31/22

ﬂ
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|5 o=WatchGuard_Technologies ou=Fireware cn=https.proxy.nul: Valid
—.-fap Branch Office VPN Tunnels

=43 VPN Interface (bvpn1):—

= Sent: 3,314,243 KB (4,010,807 packets)

—

@

Received: 2,339,227 KB (4,446,521 packets)
Created: 12:54AM 03/31/22

Expires in: Od, 00h, 42m

Security: ESP - CBC(AES256) - HMAC(SHAT)
Local Gateway: I

Remote Gateway: IEENEEEEN

+--Mp Routeto
~{3 Mobile VPN with IPSec Tunnels

M AL UAR L Ll SO Yoo

File View Tools Help

O0DEKE WHERE

Firebox System Manager - 192.168.3.1 [Connected]

Front Panel | Traffic Monitor [ Bandwidth Meter ‘ Service Watch [ Status Report I Authentication List | Blocked Sites [ Subscription Services ] Gateway Wireless Controler | Traffic Management ] User Quotas

| System Time: 08:29C0T 3/31/22

~ - ‘p WNESEE1200_11_10_2 - WatchGuard M200 [Fireware OS v11.10,2,8484746)
e
= A These services have expred. To renew the service, dick "Renew Now".
Application Control, expired on Nov-25-2021
Gateway Antivirus (AV), expired on Nov-25-2021
Intrusion Prevention (IPS), expred on Nov-25-2021
LiveSecurity Service, expired on Nov-25-2021
Reputation Enabled Defense, expired on Nov-25-2021
spamBlocker, expired on Nov-25-2021
WebBlocker, expired on Nov-25-2021
DIMENSION_BASIC, expired on Nov-25-2021
Network Discovery, expired on Nov-25-2021
[+ ® Interfaces (Routed Mode)
@ 03 certificates
@ @ 8ranch Office VPN Tunnels
@ Mobile VPN with IPSec Tunnels
@ Mobile VPN with SSL Tunnels
(@ Mobile VPN with PPTP Tunnels
@
e}

Q000000

Mobile VPN with LZTP Tunnels

+ Subscription Services

No one applied the license key to the Firebox which was purchased in 2021.
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j| sty import..
' Modet 14200 Dowenlead...
Serial Humber: (P e
Software Edtion: Fireware 05 = by
Signature: 202E021500C50015-ATA424B2E6E00D47-IBEF3208B6000079-8102150 v | | Delails, .
<] [ | 5
r Features
Feature Value Expiration Status
() Application Control Dizabled | Nov 25 2021 |Expired | a
(&) Gateway Antivirus (AV) Dizabled | Now 25, 2021 | Expired W
® Dimension Basic Disabled | Hov 25, 2021 | Expired
& Intrusion Prevention (IPS) Disabled | Nov 25, 2021 |Explred
Q LiveSecurty Service Disabled | Nov 25 2021 | Expired
& Network Discovery Disabied | Nov 25, 2021 |Expired |8
& Reputation Enabled Defense Disabled | Hov 25, 2021 | Expired
| Q spamBlocker Disabled | Nowv 25, 2021 |Expired
| © webBiscker Disabled | Nov 25, 2021 | Expired
o~/ Concurrent Session Maximum 3400000 | Never o]
1 o~ _Total Number of Authenticated Users 500 Never
': 7 Total Number of VLAN Interfaces 100 Never
/ L2TP Users 75 Never
W IPSec VPN Users 75 Never
 S5L VPN Users 75 Never
| / Branch Office VPN Tunnels 50 Newver
| ./ BGF Routing Protacol Enabled | Never T
(] Enable autamatic featuire Key synchronization (Fréware OS v11.6.3 and higherd
IE Send alarm notification when feature key is going to be expired or has been expired
(Freware 0S v11.10.1 and higher)
Notifications are not enabled.
" Firebox Feature Key x
Summary mport.,
Modet M200 Downioad...
Serfal Number: L ] >
Saftware Ed#ion: Fireware 0S
<]
[ Features
[T] send notification
(@) Email
) Pop-up Window
- 1 Launch intervat | 15:|"3' minutes
i g Frapent Count
SSL VPN User [ ok || cancet |[ hHep |
[] Enable automatic feature key synchronization (Freware OS5 v11.6.2 and higher)
Send alarm notification when feature key & going to be expired or has been expired
(Fireware OS v11,10,1 and higher)
[ ok ][ cancel || hep
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Internal DNS should never be used for Firebox DNS. ISP-specific DNS servers should never be used for
Firebox DNS. Only servers such as 1.1.1.1, 1.0.0.1, 8.8.8.8 should ever be used for Firebox DNS.

DNS Watch is not configured.

The AD DS domain name should not be used in the network configuration for the Firebox.

“oicos |DWINSTDHS | pynamic DNS | Mus-wan | prroe |

| interfaces | Link Agoregation | Bridge | AN | Looppack | =10
DS {Domain Name System) Servers
Domain Name: | el com

T . 2
—_— T
2883 b

Add || Edt | Remove

[] Enabie DNS Forwarding (Fireware OS v11.12.2 and higher}

|
| Listen on all Trusted, Optional, and Custom interfaces v | Select,

Condtional Forwardng

Domain DNS Sarvers

| Add | Edit . Remove

|| Enable DNS Forwarding Logging

SDWAN configuration is not configured in such a way that it will work effectively.

| Interfaces | Link Aggregation | Bridge | VLAN | Loopback | riae ~oicos | wins/ONS | Dynamic DNs | MUBHWAN | pepoe |

- Multi-W.AN Configuration
Select the method to route non-IPSec traffic among more than one external interface. Chck Configure to set more properties,
| Routing Table v| [ configure_.._|

Link Monior 1 Advanced

Select a method for the Firebox to use to check the status of each external interface. By defaull, the Firebox pings the default gateway of the .
interface to check if the interface i active.

- External Interfaces: — [ Settngs:
Windstream [JPing | P Address v S|

EXT_WediaCom - MunttorﬂT__thdstrem by
|

. . | Pori: | B{Jf—ﬁ

|_|'Beth Ping and TCP must be successful to define the interface as active

[I7ee |P address v

© Use these seftings for EXT_Windstream:

Probe Interval 1521 Seconds
Deaclivale After 3 3- Conseciufive Falures
Reactivate After 32 Reactivate After:

Page 8



@l

computer + network security

im Network Configuration

[tces | ek Aot o[ VA oot 77771 [ s yaric ] omvan oo

Multi-wAN Configuration
Select the methed o route non-IPSec traffic among more than one external interface Chck Configure to set more properties,

|Ruuhng Table v | | configure... |
— K. Mult-WAN Routing Table Configuration 5G|
Link Mongor | Advanced _' . .
kot 5 ficthiod for The Frebod i e Select interfaces for the Multi-WAN routing table configuration. « the defaul ga
interface to check if the interface s acy. | Include  Wterfacs
rExternal interfaces. ———— M EXT_MediaCom (0)
EXT_MediaCom [l EXT_Windstream (4
|EXT_Windsiream
Clive
No VLANSs.
1 ‘Network Configuration [x
| interfaces | Link Agpregation | Bridge| VLAN | Loopback | - o | wiisions | pynamic bis | mus-wan | peeoe |
Virtual Local Area Network (VLAN) settings
o ‘ Name (Alias) [Znna ||Pw& Address ]M Address lSncnndary llnurfacas I | Add...

There are no proper DNS or DHCP option configurations in this Firebox to support an ADDS environment.

If any of the servers have management interfaces, there is nothing in this configuration that would support
properly isolating them. Server management interfaces must be on a custom security zone VLAN with
strict supply chain risk management restrictions as well as tight ACLs even for east-west traffic, full logging,
full IPS, and application control.

The same is true for management interfaces for switches.

v

L Interface Settings - Interface # 1 -

| Pt Bt | secondary | mac Access Contro | Advances

Interface Name (Afas): | Trusted

Interface Deseription: |

Interface Type: [Frusted <]
P Address [ vl
O Disable DHCP

@®) Use DHCP Server
You can configure & maximum of six address ranges.
Address Poot

| Starting |Ending [ e

i -

Reserved Addresses:

s e e T =

Leasing Tme | 20 days. v

() Use DHCP Relay
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Proper DNS not being provided to ADDS joined assets on this VLAN.

Interface Settings - Interface # 1

=]

Pue | pus | secondary | uAC Access Controt| Advanced |

Interface Name (Alas): | Trusted

Interface Description: |

® Use DHCP Server
“You can canfigure 8 maximum of 5ix

Interface Type [Trustes M
P Address: [ —— 7] ]
O Disabie DHCP - ‘ Fiter | Ne
L Configure DNS/WINS servers:

4 RS (i not defed,
E [Sanng® Domein Nare:
o
Reserved Addresses: WIS Servers: (1 ot defined, use the Network WHS Servers)

Reserved Name Rs ‘

No DHCP options to support ADDS properly for domain joined assets.

PR

| % Interface Settings - Interface # 1

[x]

P [ pvs [ sacondary [ WAC Accsss Cortrl] Advancea |
Interface Name (Afas) |Trusted
Interface Description;

[Trustea

v

Phone VLAN should not be optional.

Interface Type:
P Address: I b
[— L
O Disatle DHCP i
@ Use DHCP Server e
“You can configure a maximum of six address ranges |
DHCP Options. |
Add DHCP Dptions for the DHCP Server, Choose from Predefined optons or add your own Custom opfion
[Code  [Hame [Tvpe [king [vala | [ A
Remo:

It should be custom

to/from that subnet should be in place.

' Interface Settings - Interface # 2

1 [P ve [ secongary | wac Acesss Conror| Aavancea|
interface Name (Alas): [VOP-P+
itartace Descrpton: [VOP-40

inferface Type: [ostionat

v]

P Address:

[ ]

v]

@ Disable DHCP

O) Use DHCP Server

ou can configure A maxmum of si address ranges.

[ersra

feserved Addresses,

Reserves Name Reservaton P WAC Address

7) Use DHCP Relay

1P Address (for a DHCP Relay enabled interfaces, Bridges and VLANS

. Many other hardening measures around traffic

NTP is not configured properly here or in policies or DHCP options.
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NTP servers help synchronize the time

4 Use NTP to synchronize the system time
NTP Server Names/IP Addresses:

0.pool.ntp.org
1.pool.ntp.org
2.pool.ntp.org

[[] Enable this device as an NTP server (Fireware OS v11.10 and higher)

I, NTP Setting X

toﬁltllflg
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The Firebox management interface should not be this open. This configuration allows assets on the phone
network to connect to the management interface of the Firebox. Any-Trusted should NOT be used. Firebox
management should be restricted to the alias which is the static WAN IPs of the management server and
authorized management planes, and then premise PAWs (privileged admin workstations) which should
also be on a custom security zone PAW VLAN. The Firebox should not be manageable from a domain
controller VLAN or a server VLAN, and certainly not from a VLAN where general PCs exist.

Logging is not enabled for the management policies. This must be corrected to have visibility and
compliance. The WSM server should have a daily compliance report for all changes made to Fireboxes.
That report should be reviewed by the compliance officer daily and those reports should be sent to the
GRC in a compliance document repository with 180 day retention at a minimum.

I, Edit Policy Properties
| Mame: |watchGuard Web Ul

Policy Properties Advanced

WG-Fireware-XTH-WebUl connections are
Alowed

From

] Route outbound traffic using

WL Edit Policy Properties

4 Name: WaichGuard

Foicy Properies Advanced

WG-Firebox-lgmt connections are
Akwed

From

[ Route outbound traffic using  SD-WAN B
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K C\Users\Administrator. S '/ 200_11_10_2.xm| *- Fireware Policy Manager

File Edit View Setup Network FireCluster VPN Subscription Services Help

SHEBHYV+HX2ELER AT EHNDL ?

Firewal | Moble VPN with IPSec
Fitte:

Order [ Action [ Policy Name I Policy Type I From I To [ Port I PBR I SD-WAN App Control [ Tags ‘%
1 v Ey LDAP to DCs.gs parts LDAP Any-Trusted GroupDC tcp:389 None
2 v C T iPing Any-Trusted Any-External, Any-BOVPN  icmp (type: 8, code: 255) None
3 Vv = DNS to EH DNS Any-Trusted tep:53 udp:S3 None
4 v o Gioba {: et Globa NS C5... Any-Trusted 1€p:22490 tep:1433 udp:1 None
s v/ B S SMB to [N sus Any-Trusted L ] 16p:445 udp:445 udp:137-... None
6 Vv B3 Any DFS Replia DU -EH Any 192 |m —— any None
7 v B Anvioocen Any 192.1 M GroupDC any None
8 Py B3 rFrewanBypass Any wwADMIN () Any-External any None
9 P4 & FP FTP Any-Trusted, Any-Optional  Any-External tep:21 None
10 Q@ 1

11 v we WatchGuard Authentication WG-Auth Any-Trusted, Any-Optional, ... Firebox tcp:4100 None
12 4 @ VatchGuard Web Ul WG-Freware-XTM-.. Any-Trusted, Any-Optional, ... Firebox tcp:8080 None
13 v < Trusted, Any-Optiona mp (¢ c S !

14 vy & WatchGuard WG-Frrebox-Mgmt Any-Trusted, Any-Optional, ... Firebox tcp:410S top:4117 tep:41 None
15 v e Navision Navision Any-Trusted, Any-External 1cp:2000-3000 None
16 L/ $ DU to RDS Gatewsy HTTPS Any-Trusted - tcp:443 None
17 v +we DFS Replica DU-EH DFS Replica 192.168.3.183 1cp:135 top445 tep:491s. None
18 4 ne Outgoing TCP-UDP Any-Trusted, Any-Optional  Any-External tcp:0 (Any) udp:0 (Any) None
19 O & FTP-proxy FTP-proxy Any-Trusted Any-External tep:21 None
20 Q @ POP3-proxy POP3-proxy Any-Trusted Any-External tep:110 None
21 Q L HTTP-proxy HTTP-proxy Any-Trusted Any-External tcp:80 None
22 Q = DNS-proxy DNS-proxy Any-Trusted Any-External tcp:53 udp:S3 None
23 v AD-Auth Any-Trusted GroupDC tcp:139 tep:389 udp:389t. None
24 X SMB Any-Trusted, Any-Optional  Any-Externa 10p:445 udp:445 udp:137- None
25 v SSL-VPN Any-External, Any-Trusted, ... Firebox 1cp:443 None
26 X &Y B 20y Deny 1o R Any Any-Trusted S any None
27 / . et
28 ) e
30 v v.out Any Any I any None

Policy 8 is highly problematic. It is way too wide open and no logging.

FTP should be proxied, but the built-in proxy policy cannot be used because it does not support the full
FTP proxy channels required. Right now the environment is open to full data exfiltration over FTP as it is
not restricted and not logged.

Backup VPN connection is irrelevant when SD WAN is not working and not configured properly. The VPN
is incorrectly configured where it is not a force tunnel and the policies are not restricted or logged.
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L Mobile VPN with SSL Configuration |

When you actvate Mobile VPN with SSL, the "SSLVPN-Users® group and the “WatchGuard SSLVPN® policy are created fo
allow fobie VPN with SSL connections from the internet to the external interface.

General | Authentication | Advanced |

Firebex P Addresses
Type or s#lect a Firebox IP address or domain name for SSL VPN users to connect to.

Primary: | S v| Backup: | nmSeaeeanE. v

i Networking and P Address Pool

Choose the methed the Firebox uses to send traffic through the VPN tunnel. Select Bridge VPN traffic if you want

to bridge the user to a network you specify. Select Route VPN traffic if you want the Firebox to route VPH traffic
1o specified networks and resourcas.

[ Routed VPN traffic v

[] Ferce all client traffic through tunnel

() aBlow access to all Trusted, Optional, and Custom networks
(#) Spaecify aliowed resources

i< I

. e . | [

~\irtual IP Address Poal

Specify the private IP addresses fo assign to Mobile VPN with S5L users. Your Firebox allows 75 Mobie
VPN with SSL users.

192, T

This configuration indicates that the primary SSL VPN authentication database is Active Directory. Yet the

current configuration is extremely insecure allowing the transmission of usernames and passwords in
cleartext.

e Mobile VPN with SSL Configuration .

When you activale Moblle VPN with SSL, the "SSLVPN-Users” group and the "WatchGuard SSLVPN" polcy are created to
aliow Mobie VPN with SSL connections from the Internet to the external intertace.

) 1
W [General| Autnentication [ Agvancea

Select one or more authentication servers. The first server in the list is the default authentication
server. To configure addiional authentcation servers, cick Configure.

[Setect [ Authentication Server | [ Contigure... |
v Jlcom Oetaut) Wake Defaut
¥ Frebox-0B

[ Auto reconnect after a connection is lost
[_] Force users to authenticate after a connection is lost

[+ Asiow the Mabile VPN with SSL clent to remember password
N (Freware S v11 8 and higher)

Users and Groups

Specify the users and groups for Mobie VN with SSL. The users and groups you speciy are sutomabicaly added

to the SSLVPI-Users group.
R TG |u=n. Type l Authentication Server I [ Hew..
SSLVPH-Users Group Any
I Markus User Firetox-08
& rwanin User Firebox-D8
O wwabun User om
O SSLVPN_Users Group om
[ SSLVPN_Users Group Firebox-08

8.8.8.8 is not a DNS server that should be provided to a SSL VPN client. It is not a DNS server that hosts
DNS records authoritative for client website.

SHA1 was officially deprecated in 2011. This configuration does not pass basic security standards.
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i Mobile VPN with SSL Configuration

When you activate Moblle VPN with SSL, the “SSLVPN-Users” group and the “WatchGuard SSLVPN" policy are created {
allow Mobde VPN with SSL connections from the internet to the external interface.
] Activate lobie VPN with SSU

General Aumenncauon‘ Advanced

Authentication SHA-1 v

Encryption: ’AES:ZE&M)—\“

Data channel TcP V) 4433

Configuration channel

Keep-alve Interval 1054 seconds
Timeout: 80-3- seconds

Renegotiate data channel.  Interval 4802 minutes

DNS and WINS Servers

For Mobile VPN with SSL cients to resolve unqualified names and FQDNs for your domain, you must specify a
domain name and at least one DNS or WINS server. The Firebox DNS settings you specified in the Network
Configuration do not apply to Mobile VPN with SSL clents.

Doman name:  [J-com

DNS servers. 192.168. 3 . 45 e.8.8.¢8

WINS servers:

Overall Firewall authentication session timeout is disabled. This is a very insecure configuration. Users
should not be allowed to remain indefinitely connected. It is better to use an eight or ten hour session
timeout with an idle timeout of one to two hours.

I Authentication Settings

Frewsl Autnentcaton| Single Sign-On  Terminal Services  Authentication Portal
Frewat Authentcaton
Temeout settngs apply 1o users who authenticate to external, thrd-party suthentcation servers that
40 not aready have 8 timeout configured. If you select a vaiue of zero, a tmeout does not occur

1 Session Tmeout 0131 [seconds v

idie Timeout 215 hours

Login méts apply to a users. If you specify 8 ifferent login kmit in the user or group settings,
that kmt takes precedence over this global settng

(®) Alow unimted concurrent frewall suthentication logins. from the same account

Lime concurrent user sessions 1o

Detaut sutnentiation server on the authenticaton page  Firebox-08

(] Automaticaty redrrect users to the authenticaton page

{ The host name must match the Common Name (CN) from the web server certficate Make sure
that ths host name is specified in the DNS settngs for your organization, and that the value of
the host name is the P address of the device

[[] Send a redrect to the browser after successful authentcation
Type the URL to use for the redrect Afer successful authentcation, the user's browser
{ automaticaly goes to this URL. (For example, hitp./icompany com

Management Session
Session Tmeout 10151 hours
idie Timeout 1531 minutes

Account Lockout

LDAPS is not being used and there is no redundancy in this authentication. Because LDAPS is not being
used, that suggests to me that the environment is missing an ADDS enterprise root CA, there is no LDAP
channel binding and signing, old server technology is being used, and the AD DS GPO configurations are
weak meaning not in a security hardened state. In March 2020, security defaults were strongly
recommended to be changed by the US Federal Government as well as Microsoft. QPC switched all our
clients to LDAPS at that time if they were not already using full LDAPS enforcement. Without the ADDS
environment being remediated, you cannot enable LDAPS. If you do not have LDAPS communications
working properly, you will not get SSL VPN MFA to work properly. Regardless, not using LDAPS is a
significant security vulnerability.
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[[] enatie LDAPS

Adaptive Defense 360 is not installed on server. No EPP on server at all. We currently use AD360 in a
hardened state on around 200 servers without issue. Many of those are domain controllers, SQL servers,
Exchange servers, web servers, application servers, and file servers. Client contact mentioned you were
having problems with AD360 on servers so you are not using it on servers. Let’s have a discussion about
settings so that you can get EPP deployed to the servers.

Firebox DB accounts have no lockout restrictions or case sensitivity.

Summary

Cybersecurity insurance deficiencies are seen throughout this configuration. The current configuration
does not put the organization in a strong position to detect or defeat malicious activity. The configuration
is not defensible from an audit, vulnerability management, or cybersecurity position.

Everything can be fixed. Client contact received information from cybersecurity insurance that gaps must
be resolved before insurance renewal period. It is going to be a sprint to resolve those issues. | strongly
suggest engaging and getting those issues corrected as quickly as possible. Simply looking at the
requirement for MFA for SSL VPN, getting that corrected and secured properly before the insurance
renewal period is going to be a sprint. There is a great deal of work to do there considering the lack of
prerequisites which are in place.

If you ask how much time it will take, that is highly contingent upon what you want to fix. | would fix all of
it, but that is a considerable amount of time. | don’t know what your short or long term goals are. | also
see some sprint issues in the current support model. We can talk about these verbally in a meeting.
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